
JDAI--10 C.L. "BUTCH" OTIER 
Governor 

DEPARTMENT OF FINANCE 

February 2, 2017 

Re: Request Regarding Electronic Signature Program 

Dear : 

GAVINM.GEE 
Director 

This is in response to your request for a "no-action" position on behalf of  
 ( ) concerning the proposed use of an electronic document delivery 

program and electronic signature described under a product named E-Signature Program 
Protocol (Protocol) which may be implemented in Idaho under the te1ms and conditions 
described in your December 16, 2016 letter. Based on your representations, this Department will 
provide an opinion concerning whether or not the proposed program violates provisions of the 
Idaho Uniform Securities Act (2004) (IUSA). For reference, a copy of your December 16, 2016 
letter is included with this response. 

We also have included your October 19, 2016 letter because you have referenced it within your 
request. You state within the letter that Idaho previously approved a request for use of the 
Protocol, sponsored by  ( ), the then majority member in . 

 is cmTently seeking Chapter 11 bankrnptcy protection and you represent that  purchased 
all rights to the Protocol software pursuant to an agreement approved by the Delaware 
Bankruptcy Court. 

As we have discussed prior to your request, this Depaiiment issued an interpretive opinion for 
use of a similar E-Signature Program on December 10, 2015. For reference purposes the 
Department's interpretive opinion and the co!Tespondence accompanying the request may be 
viewed on our website at www.idaho.finance.gov . 

Regulatory Background 
As explained in your letter, federal law under the Electronic Signatures in Global and National 
Commerce Act (ESIGN) governs usage of electronic signatures and records in commercial 
transactions and gives broad legal recognition to electronic signatures and also governs interstate 
and international electronic transactions. Since the passage of ESIGN, the Securities and 
Exchange Commission (SEC) and the Financial Industry Regulatory Authority (FINRA formerly 
NASD) conditionally approved the use of electronic signatures in a retail context subject to 
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various safeguards required under its written guidance. Your letter includes references to SEC 
and FINRA guidance associated with the distribution and use of electronic documents. 

You have cited the Uniform Electronic Transactions Act (UTEA) as model state law proposed by 
the National Conference of Commissioners on Uniform State Laws (NCCUSL), which broadly 
recognizes the validity of electronic signatures. Fmiy-seven states, including Idaho, as well as 
the District of Columbia, Puerto Rico, and the U.S. Virgin Islands, have adopted UTEA. 

Protocol 
You describe Protocol as a secure interface for clients of registered investment advisers (RIA) 
and broker dealer firms (BD). Investors will have the option of receiving their record copies of 
the documents in either electronic or paper form. Protocol will be available to clients who 
affirmatively "opt in" and may switch at any time. The electronic and the paper format will be 
identical in content. Secure delivery will be accomplished by way of a protected password and 
encrypted web browser providing the prospective investor with the ability to click electronic 
buttons to accept, sign and initial the document confirming the commitment to invest in the 
offering. 

Each electronic offering will be delivered in a separate electronic envelope including the 
subscription agreement and accompanying offering prospectus. An email to the prospective 
investor can contain multiple envelopes, representing separate offerings; however, the signing 
portion of the Protocol is only able to accommodate one electronic offering at a time, therefore 
requiring offerings be reviewed independent of each other. 

After electronic signing, the document packet will be routed electronically to the investment 
advisor or broker dealer firm's books and records system for screening, supervision, routing, and 
storage in compliance with SEC Rules 17a-3 and 17a-4. 

The Authentication Process 
Terms and conditions of the Protocol are summarized within the twelve bullet items on pages 3-5 
of your c01Tespondence. The technology enables the individual broker-dealer and/or registered 
investment advisors to satisfy accountability for investor authentication for FINRA's Know-
y our-Customer Rule and the Customer Identification Program requirements of the USA Patriot 
Act. Document delivery will be consistent with state and federal law legibility requirements. An 
investor may terminate paiiicipation in the program at any time. 

NASAA Compliance 
Your letter stipulates that each subscription agreement will have received prior state approval 
and be in compliance with federal and state securities law and appropriate NASAA Statements of 
Policy. You also state that should NASAA adopt a Statement of Policy regarding use of 
electronic signatures and prospectuses, necessary revisions will be made to the Protocol to ensure 
compliance. 

It is  position that there is no distinction between a customer who utilizes either the 
electronic or hard copy process. The same compliance and supervisory protocols will apply, 
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including the requirement that a sale may not be completed until at least five business days after 
the date the investor receives the prospectus. 

Safeguards 
The twelve itemized bullet points describing Protocol safeguards within on pages 6 and 7 
appear reasonable and consistent with SEC and FINRA guidance for privacy, security and 
record keeping requirements for hard-copy documents. 

Request For No-Action 
We have discussed the response of a previous "no action" request issued by the Depaiiment on 
December 10, 2015 and based on the representations within your attached cotTespondence, find 
Protocol meets compliance requires under federal and state securities law and does not appear 
to violate the provisions of the IUSA. 

The Depaiiment' s position is based solely on your representations and the facts presented in 
your conespondence dated October 19 and December 16, 2016. Any different facts or 
circumstances may require a different conclusion. We direct your attention to the anti-fraud 
provisions of the IUSA and emphasize that any registered RIA or BD who may offer or sell 
securities in Idaho have the responsibility for compliance with these and other provisions of the 
IUSA. 

Sincerely, 

-m/vv 
Walt Bitner 
Securities Analyst 



December 16, 2016 

Sent electronically to wbitner@finance.idaho.gov 

Mr. Walt Bitner 

Idaho Department of Finance 

800 Park Boulevard 

Suite 200 

Boise, Idaho 83720-0031 

RE:  

Request for No Action Letter Regarding E-Signature Program Protocol 

Dear Mr. Bitner: 

This letter serves as a request for  to be issued a "no-action" 

letter from the Idaho Department of Finance (the "Department") that the use of an 

electronic signature program protocol with various investment products (the "E-Signature 

Program Protocol")("E-Signature Program"), as described in our letter dated October 19, 

2016 and further below, may be implemented in Idaho. This request is accompanied by a 

non-refundable opinion fee of $50 payable to the State of Idaho. 

The E-Signature Program Protocol complies with the Electronic Signatures in Global and 

National Commerce Act ("ESIGN"), the Uniform Electronic Transactions Act ("UETA"), 

guidance provided by the Securities and Exchange Commission with respect to the 

delivery of offering documents, and all applicable North American Securities 

Administrators Association ("NASAA") Guidelines. 

As you are aware, Idaho responded to us via  and  

 (collectively, " ") via electronic communication on May 13, 2015.  

had been majority owner in  until May 9, 2016. The E

Signature Program Protocol (the "E-Signature Protocol") offered by  

 continues with the same service as before. 

ENTIRELY PAPERLESS. ENTIRELY SECURE. ENTIRELY COMPLIANT. 



 now seeks to offer the E-Signature Program Protocol with all the technologica1 1 

investor protections to both alternative investment Sponsors for use with their Issuers and 
the registered investment advisor/broker dealer selling partners.  designed the 
E-Signature Program Protocol with significant feedback from both state regulators and 
members of the NASAA Board, including the NASAA Electronic Signature Program Project 
Group. The E-Signature Program Protocol will allow for the use of electronic signatures on 
subscription documents. Subscription documents signed via the E-Signature Program 
Protocol will be integrated with the alternative investment Sponsors and the registered 
investment advisor/broker dealer selling partners electronic document delivery and 
retention program. 

Regulatory Background 

The Electronic Signatures in Global and National Commerce Act ("ESIGN"} 2 and the Uniform 

Electronic Transactions Act ("UETA"} 3 are the principal laws governing the use of electronic 

signatures and of records in commercial transactions. 4 ESIGN is a federal law that gives 

broad legal recognition to electronic signatures and governs interstate and international 

electronic transactions. UETA is a model state law which broadly recognizes the validity of 

electronic signatures. UETA has been adopted in 47 states, 5including Idaho. A state that 

enacts anything other than the official version of UETA, however, is preempted to the 

extent that the law conflicts with ESIGN. Thus, the legal landscape governing electronic 

signatures is now consistent within and across states and at the federal level. 

Following the passage of ESIGN, the Securities and Exchange Commission ("SEC"} 

recognized that ESIGN generally supersedes pre-existing regulatory requirements that 

records generated in a business, consumer or commercial transaction be kept in paper 

form. Both the SEC and the Financial Industry Regulatory Authority ("FINRA"} have 

approved the use of electronic signatures in a retail context. 6 The SEC and FINRA also have 

1  is a third party download provider. Suitability determination between a known 
customer of a broker-dealer or recommendation from a registered advisor and the customers required 5-day 
business prospectus hold occurs prior to our E-Signature Program Protocol. 
2 Electronic Signatures in Global and National Commerce Act, Pub. L. No. 106-229, 114 Stat. 464 (2000). 
3 Uniform Electronic Transactions Act (1999). 
4 ESIGN provides, with limited exceptions, that the legal validity of a signature or contract cannot be denied 
solely because it is in electronic form. 
5 UETA has also been adopted by the District of Columbia, Puerto Rico and the U.S. Virgin Islands. 
6 See Securities and Exchange Commission Release No. 34-51983 (September 12, 2005), Amendments to the 
Penny Stock Rules. See also, FINRA Interpretive Letter to Jeffrey W. Kilduff, Esq. (July 5, 2001), Permissibility 
of Electronic Signatures under NASO Rules 30 IO(d) and 311 O(c)(l)(C). 
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provided guidance on what they consider necessary safeguards for an electronic signature 

program. 

The E-Signature Program Protocol 

The E-Signature Program Protocol will provide customers of each registered investment 

adviser/broker dealer ("RIA/BD") with the option to review, complete and sign subscription 

agreements and associated documents through a secure electronic interface. Customers 

must affirmatively opt into the E-Signature Program Protocol. Customers who either 

expressly opt out or take no action will continue to utilize the hard copy subscription 

process. A customer may switch from hard copy to electronic format or vice versa at any 

time. The same investment opportunities will be available to customers utilizing either the 

electronic or paper format. RIA/BDs will utilize the same compliance and supervisory 

protocols whether subscription agreements and related documents, including 

prospectuses, are provided in electronic or paper form. 

Under the E-Signature Program Protocol, Issuers will make their subscription documents 

available in both electronic and hard copy format. This will include replicating in electronic 

format the paper forms of the subscription documents, as well as the process used by 

prospective investors to read, complete, sign and initial the hard copy documents. Secure 

delivery of the subscription documents and their completion and execution by the 

prospective investor will be accomplished by way of a password protected and encrypted 

web browser providing the prospective investor with the ability to click electronic buttons 

to accept, sign and initial the documents confirming his or her commitment to invest in the 

offering. Investors will have the option of receiving their record copies of the documents in 

either electronic or paper form. 

The Authentication Process 

The E-Signature Program Protocol will be implemented in a manner that complies with 

ESIGN and UETA, including the appropriate level of security and the same assurances of 

accuracy and accessibility as are provided by paper delivery and retention. A summary 

description of the customer facing process appears below. 

3 



• An e-mail will be sent to existing customers of each RIA/BD inviting them to 

participate in the E-Signature Program Protocol. Each customer's email address will 

have been previously known to and validated by the RIA/BD. 

• The email will contain a link to the E-Signature Program Protocol. 

• The email will advise customers that participation in the E-Signature Program 

Protocol is optional, that the same investment opportunities are available whether 

a customer utilizes the paper or electronic format, that customers must expressly 

opt into the E-Signature Program Protocol to participate and that customers can 

change their election at any time. 

• Once a customer opens the link to the E-Signature Program Protocol, he or she will 

see disclosure materials that explain the program and the available options, which 

include delivery and receipt of all communications, prospectuses and subscription 

documents electronically, or utilization of electronic signatures with hard copy 

delivery of prospectuses and record copies. The disclosures regarding the E

Signature Program Protocol will reiterate that agreeing to the E-Signature Program 

is not a condition for participation in any investment. 

• Any prospective investor who opts out of the E-Signature Program Protocol or 

makes no election will continue to receive documents and execute subscription 

agreements in paper form. 

• If a prospective investor opts into the E-Signature Program Protocol, that individual 

will be "authenticated." Through this process, which is managed by the RIA/BD, the 

prospective investor is presented with certain materials which must be 

authenticated by the RIA/BD before the prospective investor can participate in the 

program. 

• Once authenticated, the prospective investor will be presented with an option 

either to upload an image of his or her signature and initials that clearly represents 

his or her first and last name, or select to move forward with a manual signature. 

• Upon completion of this process, subscription agreements, and any other 

applicable documents, will be provided electronically to the prospective investor 
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for review, completion, electronic signing and electronic initialing each 

representation made in the subscription agreement. 

• The electronic documents a prospective investor receives will guide him or her 

through the process of completing any required information and applying his or her 

authorized signature and initials in the required places. 

• After electronic signing, a prospective investor's electronic document packet will be 

routed electronically to the RIA/BD's books and records system for screening, 

supervision, routing and write once read many ("WORM") storage in compliance 

with SEC Rules 17a-3 and 17a-4. 

• Audit logs will be maintained to accurately reflect all user, document and workflow 

events related to the lifecycle of each transaction, capturing the events prior to and 

following the electronic signing process. Audit logs will be associated with the 

images and metadata stored in the RIA/BD's WORM repository. 

• At any time during the electronic signature process, a prospective investor will be 

able to opt out and move to manual signature. A customer may also opt out of the 

E-Signature Program Protocol at any other time. 

NASAA Compliance 

Prior to making an electronic subscription agreement available to prospective investors, 

the Issuer's prospectus will need to be supplemented with a narrative about the E

Signature Program Protocol in both the "Questions and Answers About This Offering -

How Do I Subscribe for Shares?" and the "How to Subscribe" sections of the relevant 

prospectus. This narrative will explain that the subscription agreement may be completed 

by a prospective investor in either paper or electronic form. 

Each subscription agreement will need to have previously received state approval for use 

in the respective jurisdiction and will be otherwise compliant with applicable federal and 

state securities laws. In addition, because the current hard copy subscription documents 

are NASAA-compliant with regard to the disclosure requirements for Non-Traded Real 

Estate Investment Trusts, Oil and Gas Programs, Business Development Companies and 

other non-publicly traded direct investment programs, the electronic version of the 

subscription documents will also be in compliance with Section 111.D. of the NASAA REIT 
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Guidelines, Section IV.D. of the NASAA Oil and Gas Guidelines and Section 111.D. of the 

NASAA Omnibus Guidelines, respectively. 

Should NASAA adopt a Statement of Policy regarding the use of electronic signatures and 
electronic prospectuses, necessary revisions would be made to the E-Signature Program 
Protocol to comply with any new statement of policy. 

Whether a customer utilizes the electronic or hard copy process, the same compliance and 

supervisory protocols will apply, including the requirement that a sale may not be 

completed until at least five business days after the date the prospective investor receives 

the final prospectus. 

Safeguards of E-Signature Program Protocol 

The SEC and FINRA have each stated that electronic recordkeeping programs must ensure 

the appropriate level of security and the same assurances of accuracy and accessibility as 

are provided by paper retention. Consistent with the regulatory' guidance, the E-Signature 

Program Protocol includes the following safeguards: 

• The technology will allow the Department immediate access to required records 

and documents; 

• The technology will allow the Department to download and print hard copies of 

required records and documents; 

• The technology will allow the Department to review copies of all relevant imaged 

documents and will provide an audit trail of principals who reviewed customer 

subscriptions; 

• The technology will store all required records and documents on a secured server, 

which will operate in a redundant, multi-server environment to ensure the integrity 

of the data; 

• The technology and the RIA/BD's policies and procedures will allow the E-Signature 

Program Protocol to be used only by those individuals who have been approved 

and only at the level of access for which those individuals have been approved; 
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• The technology can be viewed only through a password protected and encrypted 

web browser and the technology will instruct users to change their passwords 

frequently; 

• The RIA/BO will maintain current written policies and procedures, at each branch 

office that utilizes the technology, that accurately describe the E-Signature Program 

Protocol, its safeguards and its operating procedures; 

• The RIA/BO will review periodically the policies, procedures and operations to 

ensure conformance with changes and enhancements in policies and procedures; 

• The technology will be capable of indexing and cross-referencing stored 

information to ensure access to all relevant documents and records; 

• The technology will store documents in a non-rewriteable and non-erasable WORM 

format; 

• The technology will allow for third-party access; and 

• The technology will serialize records to ensure both accuracy and accessibility of 

the records. 

Based on the foregoing,  requests a "no-action" letter from the Department 

indicating that the Department will not institute a proceeding or an action based on the 

use of the E-Signature Program Protocol and that the E-Signature Program Protocol may 

be implemented in Idaho. 

Please let me know if you have further questions. 

Kind Regards, 
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Mr. Jim Burns 
State of Idaho, Idaho Department of Finance 
800 Park Boulevard, Suite 200 
Boise, ID 83720-0031 

Re: E-Signature Program Protocol 
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October 19, 2016 

As you are aware,  (" ") uses an E-Signature Program Protocol (the "E
Signature Protocol") previously approved by your state for use with various investment products, including 
alternative investment vehicles such as non-traded REITS, business development companies and other non
publicly traded direct investment programs.  owners developed the E-Signature Protocol exclusively 
for  SEC 17a-3 and SEC 17a-4 compliant system. This E-Signature Protocol was presented to you for 
your input and approval by  then majority member,  (together with its 
affiliates, " ").  was the majority member of . by way of joint venture prior to 
it seeking Chapter 11 bankruptcy1 protection in December 2015. As you may be aware, on May 9, 2016, 
pursuant to a purchase agreement approved by the Delaware Bankruptcy Court administering the  
Bankruptcy Proceeding,  acquired  interest in  and  further agreed that any rights, 
processes or procedures, developed or designed for use by  in its business, such as the E-Signature 
Protocol, would automatically become  property and that  would have no rights to the same. 

 now seeks to offer the E-Signature Protocol with all of the technological 2 investor protections, as 
further described in prior correspondence between you and  on  behalf, to both alternative 
investment Sponsors for use with their Issuers and the registered investment advisor/broker-dealer selling 
partners.  designed the E-Signature Protocol with significant feedback from both state regulators and 
members of the NASAA Board, including the NASAA Electronic Signature Program Project Group. 

By way of background,  was established in 2002 and is one of the largest third party 
download providers. We service over 500 registered investment advisors and broker-dealers providing cyber 
secure and compliant document and workflow management to meet the business and regulation needs of our 
clients. The technological solutions we provide are simply more transparent, better documented and more 
secure than the previous paper processes. We are uniquely positioned to help registered investment advisors, 
broker-dealers, regulators and most importantly the investor streamline a very manual process fraught with 
challenges and inefficiencies. 

1 Delaware Bankruptcy Court, Case No: 16-10223 
2  is a third party download provider. Suitability determination between a known 
customer of a broker-dealer or recommendation from a registered advisor and the customers required 5-day 
business prospectus hold occurs prior to our E-Signature Program Protocol. 

ENTIRELY PAPERLESS. ENTIRELY SECURE. ENTIRELY COMPLIANT. 



6 Step E-Signature Program Protocol: 

Step 1: Initiation and Verification of E-Signature 

• Customer receives invitation from the BD/RIA 

• Customer can expressly opt-in3 and becomes "prospective investor" 

Step 2: Authentication of E-Signature 

• Prospective investor either responds to knowledge-based authentication ("KBA") questions or receives 

short message service authentication ("SMS") message with unique code generated by BD/RIA to 

prospective investors known cell phone number to authenticate identity before participation 

Step 3: Creation of E-Signature 

• Prospective investor is presented with options to digitally sign with either an image of his/her signature 

and initials or selects font style(s) that represent his/her first and last names, or to move forward with a 

manual signature 

Step 4: Previewing Document 

• Subscription agreement and other applicable documents will be provided electronically to the 

prospective investor 

• Prospective investor is required to preview prior to electronically signing subscription agreement, 

inhibiting ability to complete and/or execute until prospective investor has scrolled through Documents 

in its entirety 

• Prospective investor is prompted to click button to proceed or cancel at the bottom of the document 

preview 

Step 5: Electronic Signing of Subscription Agreement 

• Prospective investor is guided through e-signing process and initialing of each representation in 

subscription agreement until completion 

Step 6: Delivery and Retention of Document 

• Immediately after electronic signing, prospective investor's electronic document packet will be routed 

electronically to the BD/RIA's books and records system for screening, supervision, routing and write 

once read many ("WORM") storage in compliance with SEC Rules 17a-3 and 17a-4 

• Simultaneously, prospective investor receives confirmation e-mail which includes a link to the fully e

signed Document 

• Prospective investor may download and print completed Document 

• BD/RIA audit logs will be created and maintained to accurately reflect all user, document and workflow 

events related to the lifecycle e-signing process 

3 At any time during the signing process, a prospective investor will be able to opt-out and choose to manually 
sign the subscription agreement. 
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For your review and re-approval of the E-Signature Program Protocol, please find : 
1. Order Approving the  Separation agreement 

2. Sample of original letter from  to regulators dated December 3, 2014 

3. List of approved jurisdictions as of December 2, 2015 

4. Previous approval correspondence with your state/jurisdiction 

We are available to address your questions regarding the E-Signature Program Protocol. As before, we have 
enclosed a duplicate copy of this letter, for your confirmation that the E-Signature Program Protocol may be 
implemented in your state. Please sign below and send the executed version in the manner best suited: 

Fax:  
Mail:  

 
 

E-Mail :  

We appreciate your attention to this matter and look forward to your re-approval. 

Kind Regards, 

Enclosures 
E-Signature Program Protocol Approval Confirmation 

Signature: 

Printed Name: __________ _ 

Title: 

Date: 
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